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Check Washing: An Old-School Scam That Still Works

Dear [--Merge1--],

You may not write many checks - but if you ever mail one for rent, a bill, or a gift, it’s
important to know about check washing .

This scam happens when criminals steal a check from the mail and chemically remove
the ink , allowing them to rewrite the check to themselves or increase the amount before
depositing it.

Check fraud is actually increasing. Federal investigators report that suspicious activity
reports tied to check fraud nearly doubled between 2021 and 2023 .

How It Happens
Most check washing starts with mail theft.
Criminals may take checks from:
« Residential mailboxes with the flag up
« Blue postal collection boxes
» Mailboxes left unattended overnight
Once they have the check, they remove the ink and rewrite it before depositing it.
Smart Ways to Protect Yourself

Even if you rarely use checks, these habits can help protect your finances:
Skip checks when possible

« Use online bill pay, ACH transfers, or payment apps
Mail checks safely

e Drop mail inside the post office
» Avoid leaving checks in your mailbox overnight

Write checks carefully

e Use permanent black ink
« Fill in all spaces on the check
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Monitor your accounts

o Set up transaction alerts
« Review your account activity regularly

What to Do If Something Looks Wrong
If you notice a payment you didn’t authorize:

« Contact your credit union immediately
» Report the issue to law enforcement if needed
« Monitor your account for additional activity

The sooner fraud is reported, the easier it is to investigate and resolve.

Stay One Step Ahead of Fraud

Financial scams evolve, but staying informed is one of the best ways to protect yourself.
Beach Municipal Federal Credit Union is committed to helping members recognize and
prevent fraud.

Visit our digital services page to learn more about setting up Virtual Branch Bill Pay or
about utilizing services, such as Zelle®, to aid in fraud prevention.

Digital Services

Our All About Me program can help you navigate the waters regardless of where you
are in life or what your greatest challenges happen to be.

Visit All About Me
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As always, we thank you for your membership and the opportunity to serve you!

Download the Beach Municipal FCU Mobile App.

Download an the

[ App Store

Apple and the Apple logo are trademarks of Apple Inc., registered in the U.S. and other countries. App Store is a service mark of
Apple Inc. Google Play is a trademark of Google Inc.

i.'“:-Z--:n:u.;ilne: Play

FollowUs: ©@ X M@ © @

Copyright © [--CurrentYear--] Beach Municipal FCU. All Rights Reserved. This email was sent to you by Beach
Municipal FCU located at 4164 Virginia Beach Blvd, Virginia Beach, VA 23452.

Membership eligibility is required. For full membership disclosures and additional information please visit a
branch location. Federally Insured by NCUA.

If you no longer wish to receive emails from us please go here.


https://www.beachmunicipal.org/beyond/digital-services
https://www.beachmunicipal.org/bank/savings/all-about-me
http://beachmunicipal.org/
https://www.beachmunicipal.org/
tel:7573337787
https://play.google.com/store/apps/details?id=com.beachmunicipalfcu.mobile
https://apps.apple.com/app/id1664474921
https://facebook.com/beachmunicipalfcu
https://twitter.com/BeachMunicipal
https://linkedin.com/company/beach-municipal-federal-credit-union
https://youtube.com/channel/UCmuW9lgFw-YNhr1foKce6-A
https://instagram.com/beachmunicipal?hl=en/
http://service.beachmunicipal.org/o/?co=210536859D268916&cid=14B24FCA648F1A61AE1EBA9327E3A5B3290F1013936DB2E2&sample=1&e=encEmailAddress&n=1&m=encMemberGuid

